01-2026

CYBERDISE

Bessere IT-Sicherheit, KI-gestiitzte Cybersecurity Sensibilisierung
Cyberdise dient zur Ausbildung der Mitarbeiter und zur Simulation von Social
Engineering Angriffen. Das Produkt eignet sich fur grossere Kunden und fur MSSP’s. Die
Schweizer Losung ermdoglicht die Kl-gestitzte Erstellung von Kampagnen oder die
Verwendung vorkonfigurierter Phishing-Vorlagen und Schulungsmodule, die vom

Betreiber unabhangig genutzt und angepasst werden konnen.
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Durch das ,,Phishing Incident Plugin fiir MS-Outlook© / Gmail© hat der Benutzer dazu
noch die Moglichkeit, im Angriffsfall rasch Alarm zu schlagen. Das Produkt wurde von
Anfang an fiir den Einsatz mit Hilfe von Kl entwickelt. Die aktuelle Version ermoglicht die
Erstellung von KI-/OSINT-gestlitzten Spear-Phishing-Kampagnen, und der
Cybersecurity Chatbot beantwortet spezifische Fragen der Benutzer zur Unternehmens-
sicherheit. Partner in Deutschland und in der Schweiz runden mit Ihren Leistungen das

Angebot ab.

Kontaktieren Sie

fur eine Demo!

Bereits entworfen fiir NIST CSF 2.0!

Cyberdise AG | Bahnhofstrasse 26 | 6300 Zug | Switzerland www.cyberdise-

C YBERDI S E awareness.com | sales@cyberdise.io | +4141 51178 10
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Selection of Features

Fremium

Essential

Business

Premium

MSP

User Limitations

License

License

License

License

On-Premise Appliance

X

X

REST API and 3rd Party Integration

X

X

Al-Layer

Cl/OnPrem

Cl/OnPrem

SSL Certificates

Tenant & Realm Segregation and Management

Multi-Layered Recipient Groups

Dynamic Recipient Groups

Role-Based Access Controls

Reminder Emails

Multi-Language & Mobile Responsive Admin Interface

Multiple E-Mail Delivery Methods

Extended Security Features

Custom Error Pages

Logging of activities

DNS Domain API & Bulk Subdomain Management

White Labelling

Bulk Content White Labelling
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LDAP, Entra, Azure API for users

x

LDAP Entra, Azure Sync for users

AD-Field Mapping for users

SAML Single Sign-On (SSO)

2-Factor Authentication

Data Entry Phishing Exercises

Hyperlink Exercises

File-Based Exercises

Double Barrel

Mixed Phishing Exercises

XXX X [X]X]!

Smishing

Skill-based Campaigns

Multilingual Phishing Exercise Library

Multi Template Usage

Al empowered Template Cloner

XXX

Al empowered Template Translator

Spear Phishing Simulation Exercises
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Custom-, Gender-, Al-Variables

Website Cloner

DKIM Support For Phishing E-Mails

Dynamic Training Hints

Mobile-Responsive Content

Static Training Support

Diploma Generator

XXX XXX X [X]

Learning Management System and Portal

Skill-based E-Learning

SCORM Import and Player

SCORM Export

Report-a-Phish Button (M365)
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Integration with Phishing Exercises

Button Customization Options

Al-based Report Analyzer with Confidence Score

XXX X [X] !

Positive Behavior Reinforcement

Phish Report Autoresponder

Program Dashboard

x|

Basic Attack Template Library

Reduced

Extended Attack Template Library

x

Full Attack Template Library

Basic Training Library

Reduced

Extended Training Library

x|

Full Training Library

Individual / Custom Content Packages

|

x|

Awareness Program Configurator

Anonymization & Partial Anonymization

|

Multi Timezone Campaign Scheduler

Delivery Randomizer

Campaign Checks

Advanced Quiz & Video Tracking

XXX

Detailed Campaign Statistics

Campaign Statistics Exports

Landing Page Time Tracking

XXX XXX X [X]

View Only Access

Cybersecurity Chatbot

Al Reconnaissance, OSINT & Educational Vulnerability Profiles

Al Phishing Generator

Customer Success Manager

Shared
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Business Consulting Service Option

Creation of Custom Templates

Custom Video Editing

Official Partner or Customer Certification

X

Custom Campaign Service
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Support Level

Standard

Business

Installation Support (OnPrem / Private Cloud)

X




