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Zero Trust Workshops

Summary: ZTS provides Zero Trust Workshop series to distil our cutting edge Zero Trust thinking into easily understandable and
consumable chunks.

Why this: Knowing what Zero Trust really is, from first principles, is crucial to building a successful Zero Trust Architecture.
Baselining that knowledge across your team sets you all up for successful Zero Trust Roadmap implementation. Why us: we bring a
wealth of consulting experience through helping NIST improve their NIST SP800-207 publication, to providing zero trust consultancy
services to large enterprises globally. What you get: You will walk away from our workshops with in-depth knowledge of what Zero

Trust truly means beyond marketing hype, and how you can start to design your Zero Trust Architectural roadmap.

ZTS Strategy Workshops

With the ZTS Strategy Workshops we focus on showing you what
Zero Trust is from first principles, tenets and architecturally. We
compare traditional security models to the zero trust model. We
discuss the different emerging zero trust frameworks including
NIST, CISA and CSA. And we cover maturity models to show you
key differences in interpretations of Zero Trust. This enables you
to fully understand what Zero Trust is for you and your
business.

Deliverable: zero trust strategic roadmap template for your organisation
Typical Length*: 2 x 0.5days + 1 day write-up
Recommended Audience: key stakeholders for your zero trust

transformation typically including Security Architects, Head of Security, IT
Architects, Head of IT, CISO, CTO

Zero Trust view of Protect surfaces,
Abilities & Capabilities

Figura 5: Resource Portal Model

* Length may vary depending on number of attendees
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ZTS Tactical Workshops

Following on from our Strategy Workshops, once all your
stakeholders are on the same page knowing what Zero Trust is
from first principles, the next question is how do we build a zero
trust architecture?

This workshop series walks through the different medium level
designs (design patterns) you can use to implement a Zero Trust
Architecture. We also cover Zero Trust Policy
and the Threat Model for a ZTA. We discuss the
pros and cons, and also discuss the most
relevant design patterns for your organization.
This empowers you to start building your
Zero Trust Roadmap.

Deliverable: Zero Trust Medium Level Design Report
Typical Length*: 2 x 0.5days + 1 day write-up
Recommended Audience: key architectural

stakeholders - typically including Security Architects,
Head of Security, IT Architects, Head of IT
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Once you have defined your Zero Trust roadmap and have
a target design pattern, in the tactical workshop we will
work interactively with you to look at different blueprints or
reference architectures you can implement with different
vendors.

This gives you a way of evaluating different possible
implementations. Due to the changeable nature of the
vendor landscape, and the personalized nature of the
reference architectures, this goals of the workshop, length
and cost are variable.

Please reach out to us if you would like to discuss a
proposal.

Deliverable: 1 x Zero Trust Reference Architecture for 1 Design Pattern
Typical Length: Open-ended

Recommended Audience: key architectural stakeholders and engineers

How the
Workshops work:
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ZT strategy ZT tactical workshops
workshops

Learn how to
Upskill your team and tactically implement
craft your ZT ZT solutions.
roadmap.
Details:

We run all our workshops remotely by default. Length depends
on which workshop and audience size.

We schedule them at least 1 week in advance and split them
into chunks of 3-4hours. This gives your attendees time in the
day for usual business, as well as us time to adapt content to
your needs in the next session where needed and possible.

Customization:
If you would like to discuss alternative arrangements like in-
person please reach out to us to discuss.
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From Zero to Trust.

Pre-requisites: Strategic zero trust foundational knowledge by
all attendees (see Zero Trust Strategy workshop). Current Zero
Trust roadmap must be shared ahead of the workshops. Project
scope must be shared with an ideal design pattern and statement
of work will be crafted.

ZT practical workshops

Design concrete
implementations of ZT
solutions.

From Zero to Trust.
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Our Services at a glance...
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FROM ZERO

Consulting on the
cutting edge of
Zero Trust thinking.

Gain an in-depth
knowledge of your protect
surface, threat landscape,
and collaborate with us to
build vour strateav.

Empower.

Deploy & operate
with Zero Trust
skilled people.

With extensive experience in
Zero Trust Architectures, we
empower you with the skills
to thrive in your Zero Trust
journey.

Solve.

Source, vet and
deliver the best
Zero Trust solutions.

Ensure you're equipped with
Zero Trust solutions that
integrate effectively with
your operations in the short
and long-term.
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From Zero to Trust.

* Know. Your Assets

* Know. Your Threat
Landscape

* Know. Compliance
* ZT for DORA
e ZT for PCI DSS

Empower.
Plan.

« ZT vCISO as a Service

+ ZT Security Architects

* Project & Programme

» Technical PM
* Non-Technical PM

Solve.
ZTA Foundation.

* Anti-ransomware
< MFA
* Keyless MFA
* Physical Key
» Passwordless
Authentication

+ Asset Compliance

* Risk Discovery

+ Secure Backups

» Data Loss Prevention

» Cyber Assessments

* Hybrid ZT Maturity
Assessment
* Cyber Essentials
Plus Certifications
» Cyber Awareness

* Train & Test your
Human Firewall

Empower.

Implement.

TO TRUST

* ZT Strategy Workshops

*+ ZT Tactical Workshops
+ ZT Practical Workshops

* ZTA Maturity Testing -
Technology & Architecture
assessment of your ZTA

+ Cybersecurity Specialists

+ Cloud Security Specialists

e Azure, O365 & AWS

* Identity Access Specialists

e Zero Trust Network Access

(ZTNA) Specialists

Solve.
ZTA Mature.

ZT SSE & SASE

Enterprise Browser

ZT Application Access

ZT Network Access (ZTNA) / Software
Defined Perimeter (SDP)

ZT |dentity Access / Continuous Auth
Microsegmentation

ZT Behavioural Access / EUBA
SaaS-to-SaaS ZT Security

Remote Browser Isolation (RBI)

Reach out to us Today.
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Why ZTS?

Unique
Consulting Approach

Cutting edge of |n.Sights. into .
Zero Trust Thinking Disruptive Technologies

maturity f

Find outmore (3)

Find out more Find out more (3)

Reach out to us Today.

& ztsolutions.io ®R united Kingdom United States B conada

< hello@ztsolutions.io +444 (0)203 196 7632 +1(929) 296-8701 +1(365) 6512066

From Zero to Trust.
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