Full Cycle Insider Risk Management Platform

Deter Detect Disrupt

via access control by monitor and alert
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daily operations

When developing policies to mitigate insider security risks, security officers must
consider specific approaches and tools. Detecting and investigating incidents
caused by insiders is quite challenging for various reasons:

® Insiders have authorized access.

® One insider performs thousands of operations per day.
® Insiders know the ins and outs of the system.

® Insiders may collude and hide their tracks.
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» How Ekran System® mitigates insider risks

Ekran System® is a full cycle insider risk management solution that focuses on
three core goals: deter, detect, and disrupt.

Full cycle insider
risk management

« Verify identities
+ Manage privileged access

+ Monitor user activity
« Configure alerts
+ Collect evidence
+ Get notifications
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Disrupt

+ Respond to security events
« Investigate incidents

® Ekran

by investigation and incident response

Share of Insider-driven
Data Breaches

82%

82% of breaches involved
the human element this year*

*The Verizon 2022 Data Breach
Investigation report

The Cost of an
insider-related breach

Credential theft $4.6M

Time to contain
incident 85 dCIYS

>90d t
contam. . $17.19M

Insider threat incidents have
risen 44% over the past two years,
with costs per incident up more than
a third to $15.38 million**
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‘ ‘ One of the fastest

solutions that | have
installed and configured.
| can recommend EKRAN
as a good, light and
efficient Solution.
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Licensing

Ekran System® is licensed based on the number of endpoints and is offered in Standard and Enterprise Editions.
The Enterprise Edition includes several enterprise-grade maintenance and integration features.

Visit us at

[Ekransys [ekransysteminc Ekran System® Inc.

260 Newport Center Drive Suite 425, Newport Beach,
[ekran-system /Ekran System California 92660, USA




